
  Page 1 of 8

Practice Administration: Notification of Threatened or Actual Litigation, Governmental or
Professional Investigations, Receipt of a Subpoena, or Other Requests for Documents or Testimony
(Formal or Informal), Statement No. 780

October 1999

1.0 Background and Purpose

1.1
The purpose of this Policy Statement is to address the procedures to be followed with respect to prompt
notification of all litigation, investigation, and subpoena situations to the Arthur Andersen Legal Group
("AA Legal Group"). Section 2.0 outlines the process for notification of threatened or actual
commencement of litigation, governmental and/or professional investigations. Section 3.0 outlines the
process to be implemented upon receipt of subpoenas or other requests for documents or testimony.

1.2
Strict compliance with the following procedures is critical. Effective coordination and management of
AA's defense and handling of subpoenas can only be achieved if the notification procedure is followed
without exception. Without such prompt notification, AA may not be able to resolve or minimize
problems before litigation is commenced and/or preserve all of its rights and options.

2.0 Procedures To Be Followed Regarding Notification of Threatened Or Actual Litigation,
Governmental or Professional Investigations

2.1
This section sets forth the notification procedures to be followed in those situations where professional
practice litigation against AA or any of its personnel has been commenced, has been threatened or is
judged likely to occur, or where governmental or professional investigations that may involve AA or any
of its personnel have been commenced or are judged likely. This section also sets forth certain
notification procedures to be followed if a payment is to be made (either in cash or in services, including
fee adjustments) to resolve a problem situation with a client.

2.2
These procedures are also applicable if individual AA personnel are named in any threatened or pending
litigation or investigation involving AA's professional practice. This Statement deals not only with
professional practice matters (i.e., relating to AA's Service Categories: ABA, TLBA, BC and GCF), but
also, with litigation involving administrative matters, including without limitation, fee collections.
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2.3
Prompt notification to the AA Legal Group office that serves your Area 2 shall be made in the
circumstances and in the manner described below in Sections 2.4 - 2.10.

2.4
Institution of Legal Action against AA or Its Personnel - Notification shall be made promptly to both
the Chicago office of the AA Legal Group and the relevant Area office of the AA Legal Group along with
a copy of the relevant court papers (e.g., summons and complaint, writ, statement of claim) whenever
litigation is commenced against AA or AA personnel. This policy applies not only when AA is named as
a defendant (either directly by a plaintiff, or by another defendant, i.e., as a third party defendant) but also
when counterclaims are made against AA in actions brought by AA, as in an action for collection of fees.

2.5
Threatened Legal Action - Notification to the relevant Area office of the AA Legal Group as well as to
the relevant practice director or their functional equivalent should also be made promptly whenever legal
action against AA or AA personnel is threatened or appears imminent or likely. [Please refer to Exhibit 1
for examples of circumstances to be reported pursuant to this paragraph.]

2.6
Potential Institution of Legal Action by AA - Consultation with the relevant Area office of the AA
Legal Group must be made prior to the commencement of any legal action by AA, including without
limitation, an action for collection of fees.

2.7
Potential Settlement of Dispute in Absence of Litigation - Consultation with the relevant Area office of
the AA Legal Group must be made prior to proposing an arrangement to make either a cash payment or to
provide free or reduced rate services (including fee adjustments) in order to resolve a practice problem.
The tax aspects of a proposed arrangement involving a cash payment should be carefully reviewed with
the appropriate HOTD and Tax Practice Director or their functional equivalent. In such a situation, the
relevant Area office of the AA Legal Group must be involved since a properly prepared release in these
types of situations is of great value to AA. As a general matter, AA will insist upon receiving a written
release of any claims related to the practice problem prior to making a payment, agreeing to provide
services or agreeing to forgive unpaid fees.

2.8
Governmental Investigations - Notification to the relevant Area office of the AA Legal Group should be
made promptly when AA personnel become aware of investigations involving a client or former client
and AA or any AA personnel, (e.g., investigations by a federal or state grand jury, the FBI, the Justice
Department, the SEC or the IRS in the United States; the RCMP or the Department of National Revenue
in Canada; the Department of Trade and Industry or the Inland Revenue in the United Kingdom, court-
appointed receivers or liquidators and similar agencies in these or other countries). Where a subpoena is
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served upon AA to compel the attendance of AA personnel at a hearing or deposition or for the
production of documents in connection with such an investigation, the procedures set forth in Section 3.0
of this Policy Statement regarding receipt of a subpoena or other requests for documents or testimony
must be followed.

2.9
Professional Investigations - Notification to the relevant Area office of the AA Legal Group should be
made promptly when any professional society or regulatory body (such as the AICPA, a state CPA
society, the ICAEW or similar professional society or any State Board of Accountancy or similar
regulatory agency) investigation is commenced or threatened or a complaint is filed against AA or AA
personnel.

2.10
Legal Action Relating to Charitable or Not-For-Profit Activities - Notification to the relevant Area
office of the AA Legal Group should be made promptly when any AA personnel are named or threatened
to be named as defendants in any action arising out of such person's service to a non-client charitable or
not-for-profit organization.

3.0 Procedures To Be Followed Regarding Received Of A Subpoena Or Other Request For
Documents Or Testimony (Formal Or Informal)

3.1
This section sets forth the process that each country and office should have in place for handling service
of (i.e., delivery) and response to a subpoena or other requests for documents or testimony, including
requests or demands, whether informal or formal, from government agencies, stock exchanges or any
other third parties (herein referred to collectively as "subpoena(s)") that are addressed to AA as well as
those addressed to specific individuals.3 This process applies to any and all such subpoenas - civil and
criminal.4 5 6

3.2
Each office should establish a subpoena log in order to track and document pertinent information relating
to each and every subpoena that is delivered, e.g., date and time the subpoena was served and accepted,
the case name listed on the subpoena, the name of the individual who accepted service, the type of service
(e.g., hand delivery, marshal's service, mail or courier), to whom and when the subpoena was circulated,
the date when the subpoena was faxed to the relevant Area office of the AA Legal Group and information
regarding confirmation that the subpoena was received and assigned to someone in the AA Legal Group.
Exhibit 2 attached hereto is an example of such a log.
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3.3
As part of this process, a person should be designated in each office as the individual who is authorized to
accept service of subpoenas on behalf of AA for that office (the "authorized individual"). There should
also be a "back up" individual designated who is also familiar with this process in the event that the
authorized individual is absent from the office. It is important that the existence of the process and the
identity of the authorized individual are properly communicated to everyone in the office, especially
receptionists and other employees who may have a higher chance of contact with marshals or other
process servers.

3.4
When a marshal or other process server attempts to serve a subpoena addressed to AA at one of our
offices, the authorized individual should be notified immediately. The authorized individual (or the back-
up designee) should be the ONLY person in that office authorized to accept service on behalf of AA. The
authorized individual should not, under any circumstance, accept service of a subpoena that names
a specific individual. In such a case, the named individual should be contacted immediately to
accept service personally. If the named individual is not present, the process server should be
advised of this fact. If the process server leaves such a subpoena despite being advised that the
named individual is not present, written notation should be made of the circumstance.

3.5
Upon acceptance of a subpoena (whether accepted by the authorized individual or a person specifically
named in a subpoena), notation should be made on the actual subpoena reflecting the date and time the
subpoena was served as well as the identity of the person making the notation.

3.6
A copy of the subpoena should then be faxed promptly to the relevant Area office of the AA Legal Group,
and circulated to the Market Circle Leader, Office Managing Partner, relevant engagement partner,
Practice Director or their functional equivalent, and the head of the practice in that office. The Practice
Director or their functional equivalent should consider the need to advise the Service Category Managing
Practice Director or their functional equivalent. In certain countries, the Country/Regional Managing
Partner may want to receive a copy.

3.7
After faxing the subpoena to the relevant Area office of the AA Legal Group, the authorized individual
should follow-up by telephone or Lotus Notes with the relevant Area office of the AA Legal Group to
confirm that the subpoena was received and that it has been assigned to someone for handling in the
relevant Area office of the AA Legal Group. The authorized individual must receive positive
confirmation of receipt and assignment from the relevant Area office of the AA Legal Group either via
Lotus Notes, an Octel or a live conversation. All of this information should be recorded in the subpoena
log so that the relevant information can be tracked both by the office and the AA Legal Group, if
necessary.
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4.0
No communication with anyone external to AA regarding receipt of the subpoena, including the
related client and/or a client's internal or external counsel, should be made without prior
consultation with the relevant Area office of the AA Legal Group. Similarly, no action should be
taken with respect to responding to the subpoena, including without limitation production of
documents, agreeing to appear for testimony, etc., without prior consultation with the AA Legal
Group.

5.0
The guidelines and procedures outlined herein constitute the controlling AA BU guidance relating to the
subject matter of this AA BU Policy Statement. Any other guidelines or procedures established at the
Area, Region or Country level, or with respect to a specific Service Category, are supplemental and
should be issued as Country Supplements to this Policy Statement, subject to the approval process
outlined in Policy Statement No. 110-2.

6.0
Any questions with respect to these procedures should be directed to the relevant Area office of the AA
Legal Group.

7.0
REFERENCES:

AA BU PS No. 630 - Collection of Accounts Receivable
AA BU PS No. 690 - Serving as an Expert Witness
AA BU Audit Objectives and Procedures – Section 2
AA BU PS No. 720 - Risk Management
AWP No. 107 - Legal Counsel
AA U.S. ABA Bulletin No. 99-11 - Management of Sensitive Client and Professional Issues

DANIEL D. BECKEL
Managing Partner - AA BU Legal Group

JAMES A. FRIEDLIEB
Director of Litigation - Risk Management

APPROVED:

ROBERT G. KUTSENDA
Managing Partner - Global Risk Management
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Notes

1. Although this Statement deals with matters relating to the Arthur Andersen Business Unit ("AA"), it is
possible that certain notifications, subpoenas, etc. relating to AA may refer to Andersen Worldwide
("AW") or Andersen Consulting ("AC"). These should also be handled as set forth in this Statement, i.e.,
forwarded to the AA Legal Group. Upon receipt of these matters, the AA Legal Group will forward them
on to the appropriate individuals at AW or AC.

2. For the Americas, contact the AA Legal Group in Chicago at (312) 931-4391 (Facsimile: (312) 462-
8021). For Asia/Pacific, contact the AA Legal Group in Hong Kong at 852-2853-9196 (Facsimile: 852-
2543-9472). For EMEIA, contact the AA Legal Group in Paris at 33-1-55-61-0994 (Facsimile: 33-1-55-
61-0999).

3. There are other AA policies that provide guidance regarding non-litigation-related requests for access
to AA files. These policies and procedures are set forth in Chapter 1, Section 2 of Audit Objectives and
Procedures ("AOP"). In responding to these types of requests for access to files, there is no need to
consult with the relevant Area office of the AA Legal Group prior to providing access as long as the
guidance set forth in Chapter 1, Section 2 of AOP are followed AND there is no threat of potential
litigation or other potential problem associated with the release of files in these situations. If however, for
any reason, you believe there to be any risk associated with the release of files in these situations, you
should consult with the relevant Area office of the AA Legal Group prior to producing any documents.

4. This Policy Statement applies to all subpoenas served on AA or AA personnel including those related
to Litigation Support and expert engagements as well as employee administrative matters.

5. Prompt notification to the relevant Area office of the AA Legal Group is also critical in those unusual
circumstances where demands for documents and/or testimony are made in the form of search warrants or
seizures, as well as those exceptional situations where arrest warrants for AA personnel are issued. Such
requests and/or demands often require an office to comply immediately or at best, in a relatively short
time period. Every effort should be made to cooperate with government officials in these situations. At
the same time, immediate notification to the relevant Area office of the AA Legal Group is critical in
order for counsel to assess the situation and develop a strategy to properly respond to the demand.

6. The procedures set forth in this Policy Statement apply to requests for AA historical information as
well as policies and procedures when such requests are related to any situation covered by this Statement,
(e.g., materials contained in Research Manager, the AARD, Subject File Riders, training course lists or
descriptions).
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EXAMPLES OF SITUATIONS TO BE REPORTED

Any situation that may result in a claim being made against the Firm related to services provided to
clients of the Firm previously or currently should be reported pursuant to Paragraph 2.5 of this Policy
Statement. Examples of such situations include, but are not limited to, the following:

• notification from clients, third parties or their counsel threatening legal action against the Firm;
• serious oral threats from clients or third parties to make a claim against the Firm;
• oral indications from management or owners that the Firm was somehow responsible for the failure of

operations or the failure to detect fraud;
• the subsequent discovery of material events that cause us to withdraw or amend a previously issued

report or opinion;
• the restatement of prior financial results by an attest client;
• significant criticism, either oral or written, of the quality of our work for a client by:
• regulatory authorities (i.e. securities commissions);
• government officials or significant elected representatives;
• other accountants
• seizure of client files by securities regulators or other government bodies;
• notices, warnings, disciplinary actions against the Firm partners or personnel regarding the quality of

professional work;
• indications by management of insolvent/bankrupt enterprises, or guarantors of their debts, that they

make take action against the Firm;
• the receivership/bankruptcy of a client subsequent to the issue of an auditors' report which did not

include a going concern modification;
• Notice of Assessment or Re-Assessment in response to returns prepared/reviewed by the Firm where it

appears that the Firm may have made an error;
• situations in which any taxation authority is proposing to, or has, assessed income or any other tax, or

is denying a deduction or credit, contrary to prior advice given by us where that prior advice may now
appear to be deficient in any way; and

• situations in which any taxation authority is suggesting that any representations made by us on behalf
of a client are inaccurate, incomplete or misleading.
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Practice Administration: Client Engagement
Information -- Organization, Retention and
Destruction, Statement No. 760
February 2000

1.0 Background and Purpose

1.1
The confidentiality and proper management of client engagement information is critical to the Arthur Andersen
Business Unit (AA BU). This Policy Statement describes our policies with regard to protecting the confidentiality of
client information through its creation, active use to support or defend our work, and destruction.

1.2
The policies described in this memo relate to hard copy and electronic documents and files and client information
used or produced by AABU personnel in providing arranged services to clients. While the specific guidelines
employed by service lines may vary based on the technologies employed, all current and future service lines should
adhere to the guiding principles and policies described herein. It is the responsibility of each service line and Service
Category to create and maintain policies and procedures consistent with this Policy Statement.

1.3
Certain Service Categories and service lines may wish to adopt different retention guidelines based on local
regulations, customs and practices, confidentiality agreements or other privileged protections and arrangements. If
different guidelines are appropriate, it is the responsibility of the heads of these groups to obtain approval from the
Managing Partner - Global Risk Management and communicate these different guidelines as appropriate.

1.4
More specific guidance can be obtained from other documents published or utilized by the AA BU relating to the use
and confidentiality of client information such as the Personnel Reference Binder, Ethical Standards/Independence,
Audit Objectives and Procedures and Service Category/Line Policies and Procedures.

2.0 Executive Summary

This Statement establishes critically important policies that enable us to protect confidential client information, retain it
as needed to support or defend our work, and eliminate or destroy it when it is no longer needed. The following
summarizes the significant policies expressed herein; however, it is necessary to read the entire Policy Statement for
a complete understanding.

1. Material pertaining to each engagement will be contained in one central file (hard copy and/or electronic). (Section
3.1)



2. This central file will not include any personal or gratuitous information. (Section 3.1)
3. Engagement information is the property of the AA BU and will not be copied or electronically transferred to
personal files of any AA personnel. (Section 3.10)
4. Only final documents will be retained; drafts and preliminary versions of information will be destroyed currently.
(Section 3.5)
5. The legal and professional requirements in each country will determine the type of material, and the retention
period required for engagement files. These requirements may vary by service line. In the U.S., such files will be
generally retained for six years (see Exhibit A). (Section 4.4)
6. Engagement material not to be retained permanently (see Exhibit A) will be destroyed after the required retention
period, subject to the approval of the engagement partner or division head. (Section 4.5)
7. Voice messages recorded in Octel or other voicemail systems must be deleted monthly or sooner. (Section
4.1.2(d))
8. Deletion of information from electronic files will be accomplished in such a way that precludes the possibility of
subsequent retrieval by AA personnel or third parties. (Section 4.6)
9. In cases of threatened litigation, no related information will be destroyed. (Section 4.5.4)
10. Each country, office and service line should review their documentation, retention and destruction policies, assess
where they are, develop a plan for getting into compliance with the principles of this Policy Statement, and monitor
compliance on an ongoing basis.

3.0 Guiding Principles

3.1
One Central Engagement File

3.1.1
Only one central file (electronic, hard-copy or combination) will be maintained for the storage of engagement and
related documents. This central file will contain all information related to the engagement.

3.1.2Multiple copies of engagement documents should not exist. Each person needing access to engagement
documents should follow a process to obtain documents from the central file. The central file should contain only that
information which is relevant to supporting our work. It should not contain gratuitous comments or personal
information.

3.1.3At the end of the engagement, all electronic documents in all locations should be reviewed and any of continuing
significance should be included in the central file area. All other documents stored in any other location should be
deleted. The central file area should then be moved to a permanent storage area such as a CD and then deleted.
This permanent media should be stored with the hardcopy workpapers.

3.2
Compliance with Country and Governmental Regulatory Requirements



All our document retention and destruction practices should adhere to the applicable country, legal, professional and
regulatory requirements. Should any of the policies in this statement violate such requirements, we should adhere to
the applicable country legal requirements, and advise the Managing Partner - Global Risk Management of the
departure from this policy.

3.3
Standard Classification and Indexing System

While no specific system is mandated, a well-designed system should use the same organization structure for both
hard copy and electronic documents to facilitate retrieval and easy application of the retention/destruction policy.

3.4
Retain Only Essential Information

3.4.1
Information gathered or considered in connection with performing client engagements should be evaluated by the
engagement partner and manager, and only essential information to support our conclusions should be retained.

3.4.2
Management of each service line should develop and publish documentation standards indicating the types of
information that should be retained.

3.4.3
It is the engagement partner's responsibility to assure compliance with these standards.

3.5
Timely Document Destruction

3.5.1
Engagement documents (in whatever form -- paper, electronic, voice) must be destroyed in accordance with the
destruction guidelines set forth in Exhibit A.

3.5.2
The "central file" objective is crucial to accomplishing this objective, and to having confidence that it has been
accomplished.

3.5.3
Information having relevance to our opinion or findings should be part of the central client engagement files. Drafts
and preliminary versions of memos and reports, superseded workpapers, backup diskettes, and other types of



information not in the central client engagement files should be destroyed when they are no longer useful to the
engagement and no later than when the engagement is completed. Draft versions of documents should be discarded
or deleted at the time the final document is completed. Individuals who create these drafts are responsible for
destroying them. Exceptions to this may exist in situations where the pre-final versions are the working papers (the
source documents for supporting our work) in which case they should be retained.

3.5.4
Engagement personnel may want to advise clients of our destruction policy in order to eliminate their reliance on our
files for prior year information.

3.6
Appropriate Discarding of Confidential Information

3.6.1
Each office should have appropriate procedures for handling wastepaper that ensure that wastepapers are securely
handled after they leave the office and that confidential papers are burned, shredded or otherwise safely and
completely destroyed.

3.6.2
For electronic files, appropriate techniques (such as "absolute delete") should be used to make sure the data cannot
be reconstructed from the storage mechanism on which it resided.

3.7
Generic Form

Copies (or portions) of engagement-related documents that AA saves for research, template, risk management,
training, best practices or other similar purposes must be saved in a generic manner -- e.g., client names changed to
fictional names ("ABC Corp"). This is to avoid inadvertently disclosing client information.

3.8
Compliance

3.8.1
Global Risk Management will be responsible for assuring compliance of each Service Category with this Statement.
This may be accomplished through the practice review program, internal audit or other appropriate means.

3.8.2
Each country, office and service line should review their documentation, retention and distribution policies, assess
where they are, develop a plan for getting into compliance with the principles of this Policy Statement, and monitor
compliance going forward.



3.9
Local Procedures

The Director - Administration for each office is responsible for the implementation of a comprehensive file
management program that includes systematically controlling files during their lifetime. This means proactively
managing records a) at creation, b) during the active use and c) during destruction or movement to off-site retention
facilities. This Statement generally refers to the "office" as the implementor of those policies; in some geographical
areas, a country or a group of offices may be the responsible entity.

3.10
Personal Use of Client Information

It is a violation of AA BU policy for personnel to use or access client engagement materials, with no substantial
business purpose. Engagement information is the property of Arthur Andersen, and will not be moved, copied or
electronically transferred to personal files.

4.0 Procedures

This section contains the following information and guidelines:

4.1 Indexing Workpapers, Reports and Electronic Information
4.2 Storage of Working Papers, Reports and Electronic Information
4.3 Highly Sensitive Information
4.4 Retention Guidelines
4.5 Destruction Guidelines
4.6 Suggestions for Deleting Electronic Data
4.7 Delay of Destruction

4.1
Indexing Workpapers, Reports and Electronic Information

4.1.1
Hard copy working papers and reports should be indexed by the Files Department of each office as they are
received. The Files Department (Files) will assign an index code to each file.

(a) An index code is composed of two parts - the Firm client code (see Firmwide Client List), and a file number. The
file number should consist, at a minimum, of the two digits of the year (e.g., 98 for 1998 ), plus a number serially
assigned to each file received for that year. It may be useful to assign additional code letters or numbers as a prefix
or suffix to the file number to further distinguish the contents of the file (i.e., report, working papers, etc.), and/or the



practice to which the file pertains. For instance, the first tax file received for 1998 tax work for XYZ Company, Inc.,
might be indexed XYZ123-TR981. This could indicate a 1998 tax return ("TR") file.

Once an office adopts a numbering system, it should be applied to all new files to establish uniform indexing.

(b) Where there is more than one file on an individual engagement, the partner, manager or senior may want the files
indexed in a particular sequence which will be convenient for future reference. To do this, all workpapers for that
engagement should be sent to the File Department at the same time, accompanied by a listing of the files in the order
in which file numbers are to be assigned to them. If the individual sending papers to the Files Department wishes to
index them in advance, he or she may request that the Files Department reserve numbers for that purpose.

(c) Working papers and reports of associated entities are filed under their unique client code.

4.1.2 Electronic data should be indexed and stored as described below, or stored on appropriate storage media and
included with the hard copy workpapers. The file covers on the hard copy files should indicate the location of any
related electronic information.

(a) Information Retained on the Network

Information retained on the network should be filed by client.
All client files stored on a networked file server should be stored in a manner as follows:
J:\division\client\year\filetype\documents

If the network is accessible by multiple parties, the data should be stored in a manner as follows:
J:\division\ptr\mgr\client\year\filetype\documents

This standard format will facilitate locating documents and will ease identifying documents ready to be destroyed
within the defined timeframe. It will also reduce the risk of duplicate copies or multiple versions that are accidentally
retained.

Documents can be password protected, if appropriate, to help safeguard the information. In exceptional cases, data
can be stored off-line on disks or CDs to prevent access from unauthorized individuals.

(b) Information Retained on PC Hard Drives

All client files stored on PC hard drives should be indexed as follows: c:\data\client\year\filetype\documents

This information should be eliminated when it is no longer useful. At that time, the appropriate engagement
documents should be stored on the network or on appropriate storage media filed with the hard copy workpapers.
(c) Information Retained on Engagement Site LANs



See Chapter 1, Section 2 of Audit Objectives and Procedures (AOP) for ABA policies regarding information on ELAN.

(d) Information Retained on Voicemail

Any supporting documentation on voicemail should be converted to electronic or hardcopy memo and filed with the
engagement documents. Accordingly, voicemails should not be retained for longer than 30 days.

(e) Complete Files Retained Together

All engagement items should be placed in the hard copy file at the time the file is submitted to the Files Department
for storage. The hard copy file should be complete, including any electronic files. Only final versions of data should be
stored in the file. Printed copies can substitute for electronic copies and e-mail.
4.2
Storage of Working Papers, Reports and Electronic Information

4.2.1
The following policies apply to the storage of working papers:

(a) Current files should be stored in the office before transfer to storage; older files may be placed in storage outside
the office in space provided by the office building or in a public or rented warehouse. Local offices can determine the
number of years to retain on site.

(b) Reasonable protection against fire and other hazards should be provided in storage areas by the use of metal
doors, fire-retardant walls, or other devices.
(c) Appropriate listing and indexing of such files should be maintained to facilitate access to them when required.
(d) Once approved for filing by the engagement partner or manager, sign-out procedures should be established to
control the access and location of such files.

(e) Appropriate procedures should be established to prevent unauthorized access to working papers in client
locations, our office or in public storage. Such papers contain confidential information, and the integrity of that
information must be maintained. Accordingly, client information should not be left overnight on desks, floors, etc.

(f) In-office storage areas should be securely locked after hours. Public or rented warehouse space should not be
available to persons other than AA personnel or authorized warehouse employees as necessary to file or retrieve
files.

4.2.2
Methods of storing network backup, archive and other related tape, are covered fully in the AA Admin Binder, and
should be referred to when developing destruction procedures for each location.



4.2.3
The following procedures ordinarily should be followed for the storage of electronic CDs or diskettes:

(a) CDs or diskettes will be used only for a specific client. Storing of multiple client data files on the same CDs or
diskettes should be avoided.

(b) CDs or diskettes should be stored in our hard copy working paper files. For 8½ x 14 inch and other sized working
paper files, a cardboard/vinyl diskette storage board should be used. For 8½ X11 inch and other sized binders, vinyl -
holder inserts should be used. These supply items can be obtained through Central Purchasing.

(c) Each CD or diskette and any separate working paper files of printouts, etc., should be labeled with:
Client Name and Client Code
Fiscal Year-End or Period of Project
Project Name
Date of Last Update

(d) When backup copies of the CDs or diskettes and related documentation are deemed necessary, they should be
stored offsite. If this is not practical, the backup copies should be kept in a separate protective cabinet outside of the
General and/or Division file departments. These backup copies should also be controlled and indexed.

4.2.4
The engagement partner is responsible for assuring that all unnecessary information is destroyed before storage of
client files (hard-copy and electronic).

4.3
Highly Sensitive Information

Because all client information within our organization is considered confidential, attempts to classify such information
by degree of confidentiality or to provide differing protective procedures generally are to be avoided. However, where
unusually sensitive information is involved or when a client specifically requests that we exercise extra precaution
with respect to the confidentiality of certain information, or where the files are subject to attorney-client or accountant-
client privilege, the procedures detailed below apply:

(1) In most cases, the material in question should be placed in the regular files under seal and should be labeled
indicating the restrictions on opening it.

(2) In rare and extreme cases (such as investigations of officers of companies, or in cases involving public
personalities), the information relating to such investigations may be highly restricted so that only approved access to
such information is permitted. In these situations, the AA BU "Secretary Files" can be used to restrict access to such



data. Counterparts to the AA BU Secretary Files are maintained in each office under the direction of the Office
Managing Partner (OMP) so these files do not leave the individual office.

(3) When the AA BU Secretary Files are used for this purpose, the restricted information should be indexed "AA BU
Secretary File C-8" for client files.

(4) When information or a file is deposited in the AA BU Secretary Files under such circumstances, the file should
carry a label indicating:

(a) the name of the entity;

(b) a general description of the information;

(c) the names of partners and managers having knowledge of the material; and

(d) to whom and under whose direction such information can be disclosed.

(5) When highly sensitive information (as described above) is deposited in the AA BU Secretary Files of an office, a
file front (in the case of working papers) or a report cover (in the case of a report) must be filed and indexed in our
regular files without any contents except reference to the AA BU Secretary File. In most cases, the only document
appearing in the regular files will be a copy of the letter to the AA BU Secretary Files. In this way, our regular files will
include a record of all papers and reports while at the same time providing methods by which access to their contents
may be completely restricted.

(6) In the case of files subject to the attorney-client or accountant-client privilege, Service Category specific
procedures may apply.

The confidentiality of information entrusted to us should be conscientiously protected in all phases of our professional
activities.

4.4
Retention Guidelines

4.4.1 When working papers are no longer needed to support or defend our work, they should be destroyed. As a
general rule, all working papers should be retained for six years and then destroyed. This period is predicated upon
legal statutes of limitations in the United States.

4.4.2 File retention requirements in the Service Categories and service logs are summarized on Exhibit A. The
retention periods apply to both electronic and hardcopy information. Exhibit E contains policy suggestions for



Electronic Data Retention. Each country management should determine if these exhibits should be revised for their
practices. If different practices are appropriate, the Global Risk Management Group should be advised.

4.4.3 All client-related files, such as those containing correspondence, or other records and documents, should be
retained until not useful. Material contained in client folders or other files maintained by individual partners and
managers should be purged, and out-of-date papers and information should be destroyed in accordance with the
procedures established in this Statement. However, no client-related materials in any files should be retained more
than six years unless the related working papers prepared in connection with a professional engagement for a
particular client are also required to be retained.

4.4.4 Assurance and Business Advisory (ABA)

Generally, the purpose of preparing and retaining ABA working papers is to provide documentation and evidence in
support of a professional report. They should not be retained beyond the period of their usefulness for this function as
set forth in Exhibit A. Historical information about a client's accounts and financial statements should be available
from client records, and our working papers are not a proper permanent source of such data.

4.4.5 Tax, Legal and Business Advisory (TLBA)

Our Tax and Business Advisory (TBA) work involves much more than preparation and review of income tax returns.
Accordingly, we impose on all our TBA services the same standards of practice that we prescribe for our income tax
return engagements, except where those standards clearly have no application.

Tax working papers provide a medium to accumulate reference material necessary to provide documentation in
support of tax work products such as tax returns, tax opinions, refund claims, protests, etc. They also provide support
for decisions made regarding matters affecting a client's tax posture. Such working papers should not be retained
beyond the period of their usefulness for these functions as set forth in Exhibit A. Historical information regarding
such matters should be available from client records, and tax working papers are not a proper permanent source of
such data. Positions taken and elections made on tax matters are evident from copies of the relevant tax work
products themselves.

See Section 5 of -Tax and Business Advisory Services Policies and
Standards - Worldwide for additional policies related to tax files and working papers and file contents.

Working papers, documents and files related to the Legal Practice will be retained according to the regulation,
customs and practices of the legal profession in each country. Accordingly, the Country Tax and Legal Partner should
prepare a country supplement outlining the policies to be followed. In this connection, it should be noted that many
law firms retain client information until termination of their relationships and, in other cases, may destroy information
shortly after completion of an assignment. See Legal Practice Worldwide Bulletin - 97.04 for general standards of
documentation.



4.4.6 Business Consulting and Global Corporate Finance (BC and GCF)

The major purpose of retaining BC and GCF working paper files is to provide documentation to support a
recommendation made or conclusion reached on a particular engagement. Such papers should not be retained
beyond the period of their usefulness for this function, as set forth in Exhibit A. Other material (e.g., copies of source
documents, reports, and organization charts) should be left with the client or destroyed at the conclusion of the
engagement unless they are a necessary part of that support.

4.4.7
Other Service Lines

Special considerations may apply to certain service lines and retention periods in certain lines may be requested by
the client (particularly law firms) or the courts, in which cases the Global Risk Management Group should be advised.

4.5
Destruction Guidelines

4.5.1
The destruction of all working papers and electronic data must be accomplished in such a way as to prevent the data
from falling into unauthorized hands and to prevent any possibility of reconstruction from partially destroyed files.

4.5.2
The procedures outlined below are to be followed with respect to the destruction of hardcopy working paper files.
Cremation, shredding, mulching or pulping procedures are preferable. Where available, commercial facilities that are
bonded and that provide proof of destruction should be used for destruction of records:

(a) Once each year, the Director - Administration in each office will initiate a comprehensive file listing, organized by
service line, to be used with respect to ABA, TLBA, BC and GCF working papers which are anticipated to be
destroyed under the normal retention policies set forth above.

(b) The Office Managing Partner or area Service Category Head is to issue a working paper file destruction
memorandum (see Exhibit B) each year reemphasizing the BU retention polices and requesting each partner in the
office to identify within 30 days any files among those anticipated to be destroyed which should be retained. These
exceptions must be approved by an area Service Category Head and be supported by sound reasons. The
memorandum will advise each partner as to where the comprehensive listing discussed in the preceding paragraph is
available and reemphasize the relevant criteria discussed earlier in this Statement. As deemed necessary by the
Managing Partner - Office (or Service Category Head), this circulation may include the partners transferred to other
offices in recent years or engagement partners from referring offices.



(c) The Managing Partner - Office (or Service Category Head) is to determine the most practical means to make the
comprehensive file listing available for partner review and to assure materials (if any) required to be retained under
the policy guidelines set forth above are identified.

(d) Each partner is responsible for identifying materials to be retained (if any), and for responding to the working
paper file destruction memorandum in writing (see Exhibit B), listing the files (if any) which should be retained, and
the reason retention is appropriate.

(e) The Director - Administration will make arrangements for the destruction of all materials not specifically identified
for retention based on a review and compilation of all the partner responses and will coordinate any required follow-
up procedures necessary to be certain all partners have responded.
(f) A responsible individual should check the files to be destroyed against the approved list, control the destruction
process and prepare a summary of disposition of files (see Exhibit C) which is to be retained permanently in the
office.

4.5.3
The primary purposes for retaining electronic information on diskettes or networks are to support conclusions, to
provide a backup to the copy left with the client or for use in creating subsequent year working papers, carry forward
balances, etc. This information should not be retained beyond the period of its usefulness for these functions, as set
forth above.

Electronic information should be retained for the same reasons and periods, and destroyed at the same time and in
the same manner as hard copy working papers. Electronic data can exist in a number of different locations such as
on local area networks, Lotus Notes, servers, ELANs, Zip drives, PCs, archive tapes, backup tapes and diskettes.
Destruction procedures need to be considered for all such media within your local office, and the Director -
Administration should make sure all necessary destruction takes place. While the procedures necessary will need to
change periodically, paragraph 3.6 suggests steps to make sure this happens.

The Director of Technology serving each office is responsible for developing procedures for destroying appropriate
electronic data. Exhibit E shows the majority of current possible locations, along with suggestions for destruction
techniques.

4.5.4
In the event the AA BU is advised of litigation or subpoenas regarding a particular engagement, the related
information should not be destroyed. See Policy Statement No. 780 - Notification of Litigation.

4.6
Suggestions for Deleting Electronic Data

4.6.1



Establish a routine for "wiping clean" or destroying all tapes, disks and other media on which records reside that are
not meant to be retained for future access -- such that the data is not retrievable.

4.6.2
Servers, desktop computers and laptops should be regularly purged of all unnecessary data.

4.6.3
Stored Lotus Notes messages, documents, databases and bulletin boards must be erased in accordance with
prescribed limits on retention of such records.

4.6.4
Retention of back-up and archived file server records must be limited to the required standards -- as described in the
AA Admin Binder. When tapes are "recycled" for future use, they must be effectively "erased" (using a bulk eraser or
other effective method) so that the data is made unretrievable.

4.6.5
Retention rules regarding Personal Computer hard-drive documents, floppy disk back-ups, personal/desk files and
home files must be complied with -- these "off-line" storage opportunities must be subject to similar discipline as the
network systems.

4.6.6
Subject files, Smart and WIN Smart files, Proposal Toolkits, the TIKTS database and other such
specialty/research/training/reference sources in the AA BU must be monitored and "purged" of material that relates to
client engagements and has exceeded its normal retention period; if such materials have continuing usefulness, they
should be made generic if they are to be retained.

4.6.7
Annual statements (Exhibit D) should be obtained from each person confirming that a) he/she has destroyed all
extraneous files and documents regarding engagements worked on (or they have been generically retained in a
particular specialty, research or reference database) and b) any client information that they have retained on their
PC's, on disks or in other locations has been destroyed.

4.6.8
All other data storage areas on the network should be purged on a regular basis to aid in enforcing proper client files
storage.

4.6.9
An AATS approved disk wiping utility should be used when computers are turned in for reassignment or disposal.

4.6.10



Any diskettes stored with working papers should either be destroyed or reformatted ("absolute delete") at the same
time the papers are destroyed. Diskettes or other external storage media used off-site should be managed by the
engagement manager or senior. Any client data that needs to be retained should be moved to proper storage areas
on the office file server and the diskettes destroyed or reformatted. This should be done at the end of the job.

4.7
Delay of Destruction

4.7.1
The purpose of obtaining responses from the responsible ABA, TLBA, BC and GCF partners for all working paper
files destruction is to assure proper consideration at the appropriate level of any reason why such files should not be
destroyed and to synchronize the extended period of their retention if this is necessary. Reasons for extended
retention might include regulatory agency investigations (e.g., by the SEC), pending tax cases, or other legal action in
connection with which the files would be necessary or useful. In such cases, material in our files cannot be altered or
deleted (See Policy Statement No. 780 regarding notification of litigation). Other reasons might include litigation
involving AA or the client, the number of open tax years, the possible need for historical information regarding loss or
credit carryovers, LIFO inventory calculations, or arrangements that may have been made with specific clients to
retain working papers under special circumstances. In some cases, destruction may be delayed to conform with the
period of retention required of the client for its records on a particular matter, if the period exceeds our policy retention
periods.

4.7.2
If, in the judgment of the engagement partner(s), any working paper files should not be destroyed, notation to this
effect and a brief description of the reason(s) therefore should be made in responding to the destruction request.
Such information should be included in the office's annual summary disposition report (see Exhibit C) which should
be reviewed annually thereafter (or at such later date as may be designated by the responsible partner(s)) for
reconsideration.

4.8
Any questions related to this Statement should be directed to the Global Risk Management Group.

5.0 References

• Audit Objectives and Procedures - Section 2
• Ethical Standards / Independence- Chapter 1
• Tax and Business Advisory Policies and Standards - Worldwide
• Legal Practice Worldwide Bulletin No. 97-04
• AABU Policy Statement No. 780 - Notification of Litigation

ROBERT G. KUTSENDA
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RICHARD E. BOULTON
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Exhibit A
Client Engagement Information
Retention Guidelines for U.S. Practice

The information below summarizes the required retention periods for the U.S. Therefore, these policies may require
modification for differing legal and professional requirements in other countries and service lines. Factors (which vary
materially by country and by service line) relevant to the retention or destruction of working papers and other material
include:

Custom and practice
Regulatory and statutory requirements
Statute of limitations
Legal ownership of working papers and other materials

The result is that each country and each Service Category and service line (or even, in some cases, possibly sub-
service lines) potentially have differing requirements with regard to the need, or requirement, to retain working papers
and other materials. The only practical approach is for our policies and procedures to be developed country by
country and service line by service line. Lacking such, the policies outlined in this exhibit should be followed.

The appropriate Managing Partner - Country, in consultation with local legal counsel, is responsible for initiating any
such required modifications and submitting them to the Global Risk Management Group for approval and distribution.
However, in no event shall the retention period be shortened from the periods mentioned below if the engagement
relates to work performed for an office in another country. . Only the information described below should be retained.



As discussed in par. 4.5.4 of AA BU No. 760, if advised of litigation or subpoena, no related information should be
destroyed (see AA BU No. 780).

Service Line Type of Material Retention Period
ABA - Financial
Statement
Assurance

Client File (a)/Engagement Knowledge Base/CAF
(purged annually of superseded or non-relevant
documents)

Audit Workpapers/Central File

Office copies of reports and financial statements (d)

Filings with Government agencies which include
(physically or by reference) our reports, such as
10K's and Registration Statements filed with the
SEC

Permanently (e)

Six years

Permanently (e)

Permanently (e)

ABA - Business
Risk Consulting
and Advisory

Central File, including Working Papers

Office Copies of Reports (d)

When no longer useful or needed
to support an opinion. Maximum
of Six years (f)

Permanently (e)

ABA - AA Process
Solutions

Central File, including working papers (Enterprise
Center Clients)

Office Copies of Reports and Financial Statements
Filings with Government Agencies which include
(physically or by reference) our reports, such as
10Ks and Registration statements filed with SEC
CAFs
Project File Documentation, including:
.SMART documentation and risk management
action plans
. Job Arrangement Letter or Contract with
appropriate terms
. Contract change orders
. Project work plans
. Engagement QA partner review documentation
. Project memoranda related to client discussions of

Six years (f)

Permanently (e)

Permanently (e)



issues/problems and resolution
. Supporting schedules, simulations, models, or
other documentation that underlie final
recommendations made or end products delivered
. Client satisfaction documentation and survey
forms

Six years (b)

TLBA - Tax and
Business Advisory

Central File, including all Working Papers

Income Tax Returns

Tax Basis Studies

Earnings and Profits Studies

Estate Planning Studies

Estate and Gift Tax Returns

Office Copies of Attest Reports, including Third-
Party Tax Opinions and Reports on Prospective
Financial Information

Continuing Tax Files (including all documents that
have continuing importance)

Six Years (f)

Six years (f)

Permanently (e)

Permanently (e)

Permanently (e)

Permanently (e)

Permanently (e)

Permanently (e)

TLBA - Legal Central File, including Working Papers

Office Copy of Report or Other Deliverable (d)

Customs and practices of legal
profession in each country. The
policy should be determined by
the Head of Legal Services and
approved by the Area Practice
Director of Legal Services.

Permanently (e)
BC Project File Documentation

. Risk SMART documentation and risk
management action plans
. Job Arrangement Letter with appropriate terms

Six Years (b)



and conditions, signed by the client and AA
. Contract change orders
. Project work plans
. Engagement QA partner review documentation
. Project status meetings
. Project memoranda related to client discussions of
issues/problems and resolution
. Supporting schedules, electronic simulations or
models, and other documentation that underlie final
recommendations made or end products delivered
. Client satisfaction documentation and survey
forms

Office Copy of Final Report or Other Deliverable (d)

Permanently (e)

Complex Claims &
Events
(Litigation
Support)

Project File Documentation, including:
. Documentation to support that an adequate
conflict search was performed
. Risk SMART documentation
. Job Arrangement Letter with appropriate terms
and conditions, signed by the client and AA
. Contract change orders
. AP-150, including sign-off by engagement QA
partner
. Client satisfaction documentation and survey
forms
. Retention of specific supporting schedules are
required by (i) Class Action Settlement Assistance,
(ii) Insurance Insolvency Consulting and (iii) FEHB
Settlement Negotiations. Contact the respective
service line leader for more information

Office Copy of Final Report or Other Deliverable (d)

Six Years (b)

Permanently (e)

Federal
Government
Contacts
Consulting

In addition to the guidelines provided for BC,
contracts with the U.S. Government require the
retention of certain documentation pursuant to
Federal guidelines. Contact the Office of
Government Services (OGS) for more information

As directed by OGS

Other Service
Lines

Central File, including Working Papers Six Years (b)



Office Copies of Reports (d)
Permanently (e)

THESE NOTES ARE IMPORTANT - PLEASE READ

(a) The client file is a continuously updated file and includes the reports to support the accept/retain decision,
ExCEED, Understanding the Business, Assess Client Risk Controls and Determining and Managing Residual Risk
Processes. Per Section 2 of AOP, the engagement team must retain certain reports from the client file in the current
year workpapers; retention of other reports is optional.
(b) Six years from the date of the financial statements covered by an audit report or supplemental reports, or the date
of issue of special reports on prospective financial information, or other deliverables.
(c) The Office/Country Managing Partner, in consultation with the Global Risk Management Group, may choose to
extend the period, if appropriate. In no circumstances, however, should the retention period be lessened.
(d) If our arrangement letter with the client includes legal liability limitation language, such letter should be included
with the office copy of our report.
(e) As described in Section 4 of AABU Policy Statement No. 760, these items do not need to be retained permanently
for lost clients. These items should be retained for six years after loss of client rather than permanently.
(f) Six years from the year-end of the relevant return unless a longer period is required by local law. However, if a
return is under examination or in dispute, the relevant information should not be destroyed until final resolution or
settlement.

Exhibit B
WORKING PAPER DESTRUCTION MEMO SAMPLE

To: EACH PARTNER AND PRINCIPAL

Subject: CLIENT INFORMATION (INCLUDING ELECTRONIC MEDIA) DESTRUCTION

ACTION REQUIRED BY JANUARY 20___

AABU Policy Statement No. 760, which establishes guidelines for the retention, storage and destruction of working
papers, requires that certain client documents be destroyed after six years. Therefore, hardcopy and electronic files
prior to 20__ will be destroyed this year. This includes files requested to be retained at previous destruction periods. If
you are aware of any files that fall before the above years which should not be destroyed, it is your responsibility to
inform the Director – Administration of those files by ___________, 20__. Working papers to be destroyed include
electronic media relating to the destruction period.



Our coordinator of the Files Department has prepared a comprehensive listing of all files planned for destruction this
summer. A copy of this listing is available (in some specified location, or possibly attached in smaller offices) for your
review.

Exceptions to the destruction process are set forth in Exhibit A to AABU Policy Statement No. 760. Any exceptions to
the destruction of information should be decided by the appropriate audit partner, or in the case of lost clients, by the
Office/Country Service Category Head.

If you are not certain that the CAFs contain important information of continuing value, such as LIFO base
computations, acquisition cost allocations, details of book/tax depreciation and other book/tax differences, etc., it is
your responsibility to see that this information is placed in the CAF prior to authorizing destruction of the working
papers.

In the Tax, Legal and Business Advisory Division, the materials which pertain to open IRS examinations or pending
litigation (and similar matters discussed in Section 4 of AA BU Policy Statement No. 760) should not be destroyed. It
is the responsibility of the appropriate partner to inform the Director - Administration of those files which must be
retained.
Please review the attached Exhibit A and immediately determine what files, if any should not be destroyed. If you are
not sure whether working paper materials fall within the above guidelines, please consult with your Service Category
Head, Director - Administration or, in certain instances, with the Managing Partner -- Professional Practice Litigation.
If you have any other questions about these procedures, please contact the coordinator in the Files Department.

Each partner should complete, sign and date the attached form to signify concurrence with the planned destruction,
or to specify those files to be temporarily retained. All forms should be returned to the Director - Administration by or
before __________, 20__.

Your assistance and immediate action concerning this matter is appreciated.

______________________________
(Office/Country Managing Partner or
Service Category Head, as appropriate)

Enclosure: Exhibit A of AA BU Policy Statement No. 760

FILES DESTRUCTION

To: DIRECTOR - ADMINISTRATION



Subject: FILES DESTRUCTION

From: __________________________________________________

_____ I have read the files destruction memo dated _________ and am not aware of any files that should be
retained, based on the file destruction guidelines.

_____ I have read the files destruction memo dated _________ and have listed below the file(s) that should be
retained, based on the file destruction guidelines.

__________________________________
Signature

______________________
Date

Files To Retain:

Client Name CLIENT CODE FILE NUMBER YEAR(s) RETENTION REASON

Exhibit C
SUMMARY OF ANNUAL DISPOSITION OF FILES
____________________, 2000

FILE NUMBER YEAR FILES TO BE
DESTROYED

FILES TO
BE
RETAINED

FILES NOT LOCATED *



Prepared by: ___________________
FILES DEPARTMENT

Approved by: __________________
Director - Administration or Service
Category Head

* Column will normally be blank. Engagement partners should be notified in situations where files are lost, and a
memo should be prepared describing the steps taken to find the files.

Exhibit D
Annual Statement
Regarding Destruction of Client Information

To: All Personnel

From: Service Category Head

Subject: Destruction of Client Information Under Personal Control

AABU Policy Statement No. 760 dated _________, 2000, establishes guidelines for destruction of client information
both hardcopy and electronic. Each year, we confirm with all our personnel that they have followed the procedures,
summarized below, to assure compliance with those guidelines. Please read the procedures below and return this
statement to ______________ confirming that you have complied with the procedures (for more detail, see Section 4
of the Policy Statement).

1. All personal network areas, ELAN areas, Lotus notes mailboxes and databases, computer hard drives and other
electronic storage media under my control has been purged of any data over six years old (diskettes should be
destroyed or reformatted using "absolute delete").



2. All files related to client work (except that currently in progress) have been transferred to the network or other
appropriate storage location, and has been deleted from media under my personal control; and

3. All extraneous, duplicate or nonessential files and information have been deleted.

4. All Octel messages older than 30 days have been deleted.

__________________________________
Signed

____________________________
Printed Name

Exhibit E
Policy Suggestions for Electronic
Data Retention

Each office is responsible for developing its own procedures for destroying appropriate electronic data.

Electronic client documents and files can reside in a number of locations, including local office servers, regional
servers, engagement site LANs, laptop computers and various portable storage media. Policies and procedures need
to be in place and implemented carefully to ensure that all client files are accounted for and properly stored and
destroyed according to Firm guidelines. Additionally, your policies should be reviewed with the appropriate Director of
Technology to assure they are appropriate. Guidance from the AA AdminBinder should also be considered.

Below is a listing of possible electronic client document and file locations, the impact of their location and
recommended policies for proper handling of these files. These policies will need to be somewhat different in each
location, based on the specific environment of that location.

Location Risk Recommended Policy
Local Office 4File
Servers

Back up may result in data being
maintained for longer periods of time
than is appropriate.

Data can be stored in multiple locations
on the network, which increases risks
that data is retained for inappropriately

Refer to the AA Admin Binder for
appropriate file back up procedures.

It is important that only one control copy
of files (on j:) be maintained. Files
stored on the g: drive on the servers
should be purged at the same time the



long time periods. c: drive purging takes place, since g:
would contain only personal copies of
the data and not necessarily be targeted
for archival/retention.

Lotus Notes Servers Individual mail databases and other
Lotus Notes databases, such as AA
OnLine, reside on regional notes
servers. These databases should
never be the primary storage location
for client files and information.

DocMan is a Lotus Notes database
designed to facilitate the management
and storage of client workpapers and
other electronic documents prepared in
connection with an audit. All DocMan
databases are placed on a special
regional Notes server separate from all
other Firm or local office developed
databases. According to DocMan
procedures, the current year
workpapers will be archived at the
conclusion of each engagement.

Since the DocMan Notes servers
backups are handled regionally instead
of at the local office of the engagement
team, the regional administrator will be
responsible for timely client data
destruction.

Proposal Toolbox is a database that
contains "Best Practices" copies of
actual proposals that have been
submitted. These proposals contain
information about potential clients.

General Lotus Notes servers should be
backed up in the same manner as local
office network servers. . Individuals
should remove Lotus Notes mail items
that contain client information as quickly
as possible.

Once the current year workpapers are
archived, these archived tapes must be
properly stored and marked for timely
destruction in the same manner as local
office file servers

Replace the actual names of the
companies with "ABC Company" and
remove any other descriptions in the
proposal documents that would identify
the company.

Engagement Site LANs Engagement Site LANs (ELANs) will
use JAZ drives, zip drives or laptop

Managers (or seniors) should, at the end
of each engagement, retrieve or



computers (acting as servers) for client
document storage and backups.
Duplicate copies or draft copies of
these files are frequently left on
individual laptop computers and
typically not deleted until computers
are turned in for reassignment,
disposal or lease termination.

Since ELANs often "travel" from client
location to client location, the same
document storage devices (zip drives
or JAZ drives) will be used at several
different client locations.

otherwise make sure that the only
electronic files for that engagement are
the final copies stored on the ELAN
document storage device.

Managers (or seniors) should make sure
that the floppy, zip or JAZ drive discs
that contain the final client electronic
files are collected and taken to the local
office and filed with the client
workpapers at the end of the
engagement. Destruction of these discs
should be performed following policy
guidelines. All discs that contain client
electronic files that are not final should
either be properly destroyed or securely
deleted.

Backups of permanent ELANs should be
marked appropriately with the backup
date and properly stored. These
backups should be stored in a protected
area and destroyed according to AA BU
guidelines.

Individual Laptop
Computers

Laptop computers can contain client
documents in the c:\data\client
subdirectories. These files can be
drafts or duplicates of final copies that
exist either on the network server or
ELANs and have been backed up to
tape or disc.

Archived and replicated copies of Lotus
Notes databases reside in the

No client documents should reside on an
individual's computer if that individual is
connected to a file server or an ELAN on
a regular basis. After a client
engagement is complete, and proper
backups of final client workpapers have
been performed, all client documents on
a laptop must be deleted using the
"absolute delete" utility.

The laptop user should regularly review
laptop copies and archives of Lotus



c:\data\notes\ subdirectory. The
potential exists for client information to
reside in these locally stored
databases.

When an individual switches laptops,
care must be exercised when moving
data from one laptop to another to
assure that old client data is not kept.

Notes databases for document
retention/destruction purposes.

The local offices should distribute yearly
notices to all laptop users to "absolute
delete" all client data that are a year or
more old.

Word Processing
Departments

Word processing departments may
keep copies (both hardcopy and
electronic) in addition to other copies
that are maintained.

Word processing files should be
reviewed annually for files that have met
the destruction time frame
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Arthur Andersen LLP letter of response to Justice Department 
 
March 13, 2002 
 
The Honorable Michael Chertoff 
Assistant Attorney General 
U.S. Department of Justice 
950 Pennsylvania Avenue, N.W. 
Room 2720 
Washington, D. C. 20530 
 
Dear Mr. Chertoff: 
 
As you know, attorneys on your staff are considering the institution of criminal felony 
proceedings against Arthur Andersen LLP in connection with the destruction of documents 
related to the audit of Enron Corporation. Those attorneys have demanded that Arthur 
Andersen LLP decide by 9:00 a.m. tomorrow whether the firm will agree to plead guilty to 
obstruction of justice charges or face immediate indictment. We strongly believe that it 
would constitute an unprecedented exercise of prosecutorial discretion and a gross abuse 
of governmental power to bring a criminal proceeding against the firm in the circumstances 
of this case. 
 
Prosecution of Arthur Andersen LLP would be extraordinary on several levels. The Justice 
Department proposes to proceed under an enormously expedited schedule, for no 
apparent reason. The Department has refused to allow the firm to tell its story to the grand 
jury, in violation of both Department policy and basic precepts of fundamental fairness — 
also for no apparent reason. Department lawyers have refused a request to meet 
tomorrow with principals of the firm to discuss their plans to prosecute. The Department 
proposes an action that could destroy the firm, taking the livelihoods from thousands of 
innocent Andersen employees and retirees; that will substantially reduce any possibility 
that claimants against the firm will obtain a recovery; and that will greatly diminish the 
chance for necessary reform of the accounting profession. Most remarkably, the 
Department plans to press forward even though there are alternative ways to proceed that 
would achieve every valid government objective while wholly avoiding harm to the 
innocent. In these circumstances, prosecution would be misguided, for several reasons. 
 
First, Arthur Andersen LLP has resolved to undertake all of the comprehensive reforms 
proposed on March 11 by former Federal Reserve Board Chairman Paul Volcker and the 
Independent Oversight Board, including sweeping reorganization of the firm, its structure, 
its management, and its policies. Of particular relevance to the allegations under 
investigation, the reforms will result in greater centralization and control of audit teams, a 
critical change that would prevent the kind of document destruction that occurred this past 
fall in Houston. Furthermore, we are willing to enter into a joint resolution with the 
Department of Justice and the Securities and Exchange Commission that would include 
the following elements: 

Deferred prosecution of the firm and the appointment of a special monitor to 
oversee compliance both with a new document retention policy and with other 
reforms that would be approved by the Justice Department. 
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Adoption of a remedy by the SEC that is directed at the firm’s Houston office, where 
the document destruction was initiated and concentrated. 

Further discipline, including immediate separation from the firm of all individuals — 
at whatever level — who were responsible for the document destruction or whose 
failures of oversight and negligence made that destruction possible. We will follow 
the direction of former Senator John Danforth, who has been advising Arthur 
Andersen LLP on its document retention policies, to assure that appropriate 
disciplinary steps are taken against all those who deserve them. 

Second, at the direction of Arthur Andersen LLP, two respected law firms, Davis, Polk & 
Wardwell and Mayer, Brown, Rowe & Maw, have undertaken a thorough investigation of 
the events underlying the document destruction. This investigation, which involved 
interviews with more than 80 persons and review of thousands of documents, revealed 
that the expedited effort to destroy documents was confined to a relatively few partners 
and employees of the firm and was almost entirely limited to the Houston office. None of 
the destruction occurred with the knowledge, much less the consent, of senior firm 
management. Indeed, even as to those few people who engaged in document destruction, 
there appears to be a dearth of credible evidence that they acted with the willful criminal 
intent to obstruct a governmental investigation. In this regard, we believe it is significant 
that the Justice Department has not revealed any information that is inconsistent with our 
understanding of the relevant fundamental facts. 
 
Third, once Arthur Andersen LLP learned of the document destruction in its Houston 
office, it immediately notified the Justice Department and the SEC and has been 
cooperating fully with the official investigations ever since. In fact, the firm was prepared to 
impose penalties on the partners referenced in the preceding paragraph several weeks 
ago — but delayed doing so in deference to the Justice Department’s investigation. 
 
Fourth, although several Arthur Andersen LLP partners and employees unquestionably 
exercised poor judgment, a criminal prosecution against the entire firm for obstruction of 
justice would be both factually and legally baseless. The obstruction of justice statute, 18 
U.S.C. § 1512(b), makes it a crime for anyone to “corruptly persuade[]” “another person” to 
destroy documents “with intent to impair” the use of the documents “in an official 
proceeding.” There is absolutely no support for the allegation that the firm acted 
“corruptly,” that it sought to persuade “another person” to destroy documents, or that it 
believed that any destroyed document would be used in an “official proceeding.” See 
United States v. Shively, 927 F.2d 804 (5th Cir. 1991). During the last week, counsel for 
the firm repeatedly have asked Justice Department prosecutors to identify the partners or 
other Andersen personnel who acted “corruptly” and had the requisite criminal intent to 
withhold documents from an “official proceeding”; the Department’s lawyers repeatedly 
have declined to provide a meaningful response to this critical question. Moreover, the 
Department has not suggested that any of the discarded documents — many of which 
have been retrieved — actually contained any incriminating information that could have 
materially advanced a governmental inquiry. 
 
Fifth, and most important, it is beyond question that the institution of criminal felony 
proceedings would place the survival of Arthur Andersen LLP in grave jeopardy. If the 
Department’s actions did destroy the firm, such an outcome would have catastrophic 
effects: 

The death of this 89 year-old firm would leave without their livelihoods many of the 
firm’s 28,000 partners and employees — more than 99% of whom had no 
involvement in the events at issue — as well as its thousands of retirees. 

The death of the firm would create enormous harm for the firm’s 2,300 audit clients 
(representing 17% of all public companies) by placing their current SEC filings 
immediately in jeopardy. This collateral consequence, among others, is described in 
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detail in a March 5 letter to Deputy Attorney General Thompson, a copy of which 
you received. 

The death of the firm would have a severe adverse impact on the accounting 
profession generally. It would eliminate the nation’s fifth largest accounting firm and 
thus lead to further concentration in an already concentrated market. And it would 
kill any possibility that the sweeping reforms proposed by Chairman Volcker will be 
implemented — and with it, any chance that the accounting profession will undergo 
much-needed changes. See Exhibit A. 

The death of the firm would severely diminish its ability to provide some measure of 
compensation to thousands of claimants in other litigation against Arthur Andersen 
LLP. In fact, were it not for the Justice Department’s criminal investigation, the firm 
undoubtedly would have reached a settlement with the SEC that would have dealt 
with these important issues in ways that would have greatly benefitted the public. 

We submit that there is no basis for the government to take the unprecedented step of 
bringing criminal felony charges against Arthur Andersen LLP when the evidence of 
criminal misconduct on the part of the firm as an institution is so flimsy; when the firm has 
put in place structural and management changes that will fundamentally reform the way it 
does business; when the firm is prepared to agree to meaningful alternative sanctions and 
remedies that more effectively address the conduct at issue; when the firm voluntarily 
disclosed the conduct at issue, has been cooperating fully with the government, and is 
prepared to impose severe discipline on the partners and employees who engaged in 
questionable activities; and when the direct, immediate, and undeniable result of a criminal 
prosecution could be the demise of the firm, with calamitous consequences for literally 
tens of thousands of innocent people. Indeed, any fair reading of the Justice Department’s 
1999 policy statement regarding federal prosecution of corporations demonstrates that the 
resolution proposed in this letter is squarely consistent with existing standards governing 
the Department’s exercise of its enforcement discretion. See Federal Prosecution of 
Corporations, Section II. We therefore urge you to explore whether an avenue is available 
that would serve the legitimate interests of the federal government without imposing 
irreparable injury on innocent citizens, the accounting profession, and the national 
economy. 
 
We stand prepared to meet at any time with you or other representatives of the 
government to discuss these important matters. At a minimum, if the Justice Department 
insists on proceeding with its present course, we urgently request that you and the Deputy 
Attorney General agree to meet with the principal officers of Arthur Andersen LLP before 
deciding whether to impose the death penalty on the firm. We also request that the 
Department adhere to the policies set forth in the U.S. Attorneys’ Manual (§ 9-11.152) by 
allowing a representative of the firm to offer testimony to the grand jury before the 
Department proceeds with a prosecution that will place at great risk this respected 
accounting institution. 
 
Thank you for your consideration of this request. 
 
Sincerely, 
 
MAYER, BROWN, ROWE & MAW 
 
Richard J. Favretto 
 
cc: Deputy Attorney General Thompson 
The Honorable Stephen Cutler 
The Honorable John Danforth 
The Honorable Paul Volcker 
Leslie R. Caldwell, Esq. 
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